NHOOPMAINMOHHASA ITAMATKA
IS OBYYAIOIIUXCA I PASMEIIEHUSA
HA OPUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOJOM MOJIOJC)KH B MHTEPHETE CTAHOBHUTHCS OOJIBINE, a IIKOJbHUKH OIHH U3
CaMbIX AaKTUBHBIX ITOJb30BaTenedl PyHera. Mexnay TeMm, NOMUMO OIPOMHOIO KOJWYECTBa
BO3MOJKHOCTEH, HHTEPHET HECET W MpoOJIeMbl. JTa MaMsATKa JOJDKHA IMOMOYb TeOe 0e30MacHO
HaXOJUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KoMmnbrorepHslil BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPaMM, OTIIMYUTEIILHON
0COOEHHOCTBIO KOTOPOH SBISETCS CIOCOOHOCTh K pa3MHOXKEHMI0. B nonoiHeHue K 3TOMY,
BUPYCHI MOTYT ITOBPEAUTDH WX TOJTHOCTHIO YHUUYTOXKUTH BCe (DAiIbl U JTaHHBIE, IOJAKOHTPOJILHBIC
II0JIb30BATENI0, OT UMEHH KOTOPOTro ObUIA 3allyllieHa 3apa)KeHHas IporpaMma, a TaKkKe OBPEAUTh
WIM JJa)K€ YHUUYTOKUTH OINEPALIMOHHYIO CUCTEMY CO BceMH (aiinamu B LiejaoM. B OonblinHCTBE
CJIy4aeB pacIpoCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeTtobl 3alIUTHL OT BPCOAOHOCHBIX ITPpOTIpaMM:

1. Ucrnonb3yii COBpEMEHHBIE OIEPAIlMIOHHBIE CHCTEMBl, MUMEIOLUE CEPbE3HbIH YpPOBEHBb
3aILUTHI OT BPEJOHOCHBIX IIPOIPAMM;

2. TlocrossHHO ycTaHaBiMBail madtu (UM(POBBIE 3arIaTKU, KOTOPHIE ABTOMATHUYECKU
YCTaHABIIMBAIOTCS C IIEIIBIO JJOPAOOTKH IMPOTPaMMBbl) U IPYTrHUe OOHOBIICHUS CBOSH ONepainOHHON
cuctembl. CkaunBail ux TOJIbKO ¢ odunuampHOro caiira paspadorunka OC. Ecnu cymectByer
PEXHM aBTOMATHYECKOTO OOHOBJICHHSI, BKJIFOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE MO/1 IIPaBaMu I0JIb30BATEls, a HE aJIMUHHCTPATOpa. DTO
HE IIO3BOJIUT 6OJ'II>HII/IHCTBy BPCAOHOCHBIX IMMPOTrpaMM MHCTAJIJIMPOBATHECA HAa TBOEM IIEPCOHAJIIBHOM
KOMITBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MpPOTpaMMHBIE MPOAYKTHI M3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

5. Orpanuub pU3NYECKUM TOCTYI K KOMIBIOTEPY /17151 TOCTOPOHHUX JIUIL;

6. Vcnonb3yil BHEIIHWE HOCUTENU MH(OpMallMK, Takue Kak (uemnika, AMCK Wi ¢ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaiiiIbl, TOTyUYEHHBIE U3 HEHA/IEKHBIX UCTOUYHUKOB. Jlaxe
Te (paiiiibl, KOTOpBIE MpUCIIAN TBOM 3HaKOMBIN. Jlydile yToOYHM y HEro, OTIpaBIIsi JIU OH Te0e HX.

Cerun WI-FI

Wi-Fi - 370 He B mepenaun JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emie B
1991 romy HumaepnaHjackas KommaHusi 3apeructpupoBana Openn "WECA", uro o6o3Havaio
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoautcs kak "GecrpoBoHas TOYHOCTD .

Jlo Hamiero BpeMeHM Jlouula Jpyras aOOpeBuarypa, KOTOpas SBISETCS TakoW ke
TexHosorueil. 3to abopesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO 1aHO C HAMEKOM Ha CTaHAApT
BhIcuIel 3BykoBoi TexHUKHU Hi-Fi, uTo B mepeBoie 03HavyaeT "BbICOKasi TOYHOCTH'.

Jla, OecrulaTHBI HMHTEPHET-ZOCTYIl B Kade, OTeNnsX M a’dponoprax SBISETCS OTIMYHON
BO3MOXKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE SKCIIEPThI CYUTAOT, 4TO 001IeocTymHbIe Wi-Fi



CETH HE SIBIIOTCS O0€30IIaCHBIMU.
CoBeTsl 110 6€30MmacHOCTH paboTHI B 00MIe0CTYTHBIX ceTsax Wi-fi:

1. He nepenagaii cBoro muuHy0 nHpopManuio yepes odmenoctynusie Wi-Fi cetn. Paboras
B HUX, JKEJIATeIIbHO HE BBOJMUTH [IAPOJIN JIOCTYIIA, JOTUHBI U KAKHE-TO HOMEPa;

2. Wcnonb3yit 1 OOHOBIISAM aHTHBUPYCHBIC MPOrpaMMbl U OpaHaMayep. TemM caMbIM ThI
o0e3omacuiib ceds 0T 3aKaYKH BHPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3zoBanun Wi-Fi otkmoun ¢ynkimoo "OOmmid moctyn K Qaiinam u
npuntepam". JlaHHas (yHKOHS 3aKpbhiTa MO YMOJIYaHUIO, OJAHAKO HEKOTOPBIE I0JIb30BaTENN
aKTHBHPYIOT €€ JUIsl yJ00CTBa NCIOIb30BaHus B paboTe nin ydeoe;

4. He ucnionb3yii myoauunsiidi WI-FI s nepenaym mTudHBIX TaHHBIX, HATPUMED JJI BBIXOa
B COI[MAIbHBIE CETU UJIU B JIIEKTPOHHYIO MOYTY;

5. Ucnonb3yit Tosbko 3amuiennoe coeaunenue uepe3 HTTPS, a ue HTTP, T.e. mpu HaGope
BeO-aapeca BBoau uMeHHO "https://";

6. B mobunsHoM Tenedone otkinroun ¢pynkiuio "Ilonkmouenne k Wi-Fi aBTromatnyecku'.
He nomyckaii aBTOMaTH4eCKOro MOJIKIIIOUEHUs ycTpoicTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

ConuajJbHBIE CeTH

CounanbHble CETH aKTHMBHO BXOJIAT B HAIly JKH3Hb, MHOTHE JIFOJU PabOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MIULIHAP] YETIOBEK, YTO SIBJISICTCS OJHOMN
CeIbMOI BCEX JKHTENEH IUTaHeThbl. MHOIHME IMOJIb30BATEIM HE MOHHUMAIOT, 4TO HH(MOpMaIus,
PasMCIICHHAA UMW B COLHUAJIBHBIX CCTAX, MOXKET 6I>ITI) HaﬁﬂeHa M HCII0JIb30BaHAa KEM YyroaHo, B
TOM YHCJIE HE 00513aTeIbHO ¢ OJIaruMH HaMEPEHHSIMH.

OCHOBHBIEC COBETHI 10 0€30ITACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanuyb ciucok Apy3ei. Y 1e0s B Ipy3bsX HE JOJDKHO OBITh CTy4YalHbIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amuiail cBo 4acTHYIO ku3Hb. He ykasbiBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXIEHUS U APYTYIO JINYHYIO HMH(OpMalKio. 3I0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh Jake
UH(POPMALIKIO O TOM, KaK Thl M TBOM POJUTENH IUIAHUPYETE MPOBECTU KAHUKYJIbI;

3. amuiiaii CBOIO pemyTalHtIo - IEpP’KHU €€ B UUCTOTE U 331aBail ce0e BOIPOC: XOTel OBl ThI,
YyTOOBI JApYyrue TMONb30BaTeNM BHUJEIH, 4YTO Thl 3arpyxaemb? Ilogymaii, mpexnae 4yeMm 4TO-TO
OINyOJMKOBATh, HAMUCATD U 3aTPY3UTh;

4. Ecnu Tl TOBOPUILB C JIFOAbMHU, KOTOPBIX HE 3HACIIIb, HE UCIIOJIB3YH CBOE pealbHOE UMS U
JIPYTYIO JTUYHYI0 HHPOPMAIIUH: UMSI, MECTO KUTEIHCTBA, MECTO YU€OBI U TIPOYEE;

5. U36erait pazmemenus ¢otorpaduii B IHTepHETE, TIe ThI M300pakeH HA MECTHOCTH, T10
KOTOPOU MOYKHO OIPEAETUTH TBOE MECTOMOIOKEHNUE;

6. HpI/I perucTpaii B COIIMAILHOM CeTHu HCO6XOIII/IMO HCIIOJIb30BAThb CJIOXKHBIC IMMApOJIH,
COCTOAIIUEC U3 GYKB n I_II/I(I)p 1 C KOJITHMYCCTBOM 3HAKOB HEC MCHEC 8;

7. Jns conuanbHOM CETH, MOYThl U APYTHX CAMTOB HEOOXOJMMO HCIIOJIb30BaTh pa3HbIe
naposu. Toraa eciu Te0s1 B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKA TOJIYYaT JOCTYI TOJBKO K OJHOMY
MecTy, a He BO BCE Cpa3y.



DJIeKTPOHHBIE IeHbIH

DJNEeKTPOHHBIE JCHBIH - 3TO OYEeHb YAOOHBIA crnoco0 IulaTeXed, OAHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTST MOJyYUTh 3TH JCHbIU.

9J'IeKTp0HHBIe JCHBI'M IIOABHJIMCHh COBCEM HEAABHO W HMMCEHHO H3-3a O3TOrO BO MHOI'HX
rocyaapCTrBax A0 CHUX IIOP HE IIPOIHMCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHU QYHKIMOHUPYIOT U O HUX YK€ IMPOMUCAHO B 3aKOHE, IJI€ UX Pa3lIeistoT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, UTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MPOBOAUTH omepanuu 0e3 wuaeHTUUKALUK [OJb30BaTeNsi, a B
HEAaHOHWMHBIX UACHTU(DUKAIIVS ITOJTH30BATENS SBISETCS 00sI3aTEIIBHOM.

Taxoke ciemyer pasnuyarh 3JCKTPOHHBIE (HUATHBIE IEHBIU (PaBHBI TOCYAApPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHBIE HEQHUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO O€30IaCHOM pa60Te C OJICKTPOHHBIMHA JCHbI'aMU:

1. TlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii YJOOHBIH M OBICTPHINA CIIOCOO
BOCCTAHOBUTh JOCTyN K cyery. llpuBs3anHblii TenedoH momoxer, eciau 3abyAelib CBOM
IJIATEKHBIN MMapOJIb WM 3aiEIIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yii omHOpa3zoBkie mapoiu. [locie mepexona Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
y>ke He OyZeT yrposkaTh OMAaCHOCTh KPa)Ku HIIM NiepexBaTa IIaTeKHOTO MapoJis;

3. Beibepu cnoxHblit naposs. [IpectynHukam OyneT He MPOCTO yrafarh CIOXKHbIN HapoJb.
HanexHble maponu - 3TO Mapoju, KOTOpbIE COAEP)KaT He MEHee 8 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U TIPONIUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK J0Ju1apa, GyHTa,
BOCKJIMIIATENbHBIN 3HaK u T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMUHBIE JaHHBIE HA caiiTax, KOTOPBIM HE JOBEpselIb.
DJIEKTPOHHAs IOYTA

ONEeKTpOHHAs MoYTa - 3TO TEXHOJIOTHUS M NPEJOCTABISEMBIE €10 YCIYTU II0 MEPECBUIKE U
MOJIyYEHHUIO 3JIEKTPOHHBIX COOOIIEHHH, KOTOpBIE paclpeAeisiioTcs B KOMIIBIOTEPHOH CETH.
OOBIYHO ~ DNIEKTPOHHBIM  MOYTOBBIM  SAIIMK  BBIJIIAMT — CleQylommM  oOpas3oM:
UMs_TIOJb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme TIepefadyd MpOCTOro TEKCTa, HMeEeTCs
BO3MOYKHOCTb IepesiaBaTh (paitiibl.

OcHOBHBIE COBETHI M0 Oe30MacHoil paboTe ¢ 3IEKTPOHHOM MOUYTOM:

1. Hamo BBIOpaTh MpaBWIIbHBIM MOYTOBBIA cepBUC. B MHTEpHETE €cTh OrpOMHBIA BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIydlle JIOBEPATHh TE€M, KOTO 3HACUIb M KTO NEPBHIN B
pEUTHUHTE;

2. He yka3piBail B NMYHOM moure NuuHyr0 uMHpopmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKaJIbHBIN (haHaT@" nmu "pok2013" BmMecTo "Temal3";

3. Mcnionp3yii IByX3TallHYI0 aBTOPU3ALIMIO. DTO KOI'/1a IOMUMO [1apoJis Hy>KHO BBOIAUTH KO,
IpUCBHUTaeMbIi 0 SMS;

4. Bpibepu CcIOXHBIA Tapoiib. JIJIsi KaXaoro MOYTOBOTO SIIUKA JOJDKEH OBITh CBOM
HaJCKHBIN, YCTOWUMBBIN K B3JIOMY 1apOJIb;



5. Ecin ecTh BO3MOMKHOCTH HANKMCaTh CaMOMY CBOWM JIMYHBIA BOIPOC, UCIOJB3YH 3Ty
BO3MOKHOCTb;

6. HMcnonp3yll HECKOJIBKO IIOYTOBBIX SIIIUKOB. IlepBbIii A 4acTHOM HEpPEnucKu ¢
azipecaTamMM, KOTOPBIM Thbl JOBEpsELIb. JTO 3JIEKTPOHHBIM aJpec HE HAJO0 HCIIOJb30BaTh IPU
peructpanuu Ha opymax u caiTax;

7. He otkpbiBail (haiisibl U Jpyrue BIOKEHHUS B MHCbMaXx, J1a)Ke €ClIM OHH MPUIILINA OT TBOUX
npy3seid. Jlydie yTouHH y HUX, OTHPABIISIIN JIU OHU TeOe 3T (aiiibl,

8. ITociie okoHuaHus pabOTHI HA TOYTOBOM CEPBHCE TIEpE] 3aKPBITHEM BKIIAJIKU C CATOM HE
320y HaXkaTh Ha "BeiidTi".

Ku6epOy/uIMHT MM BUPTYaJIbHOE U3/1€BATEIbCTBO

KubepOynnuHr - npeciieoBaHre COOOIIEHUSIMHU, COACPKAIIMMU OCKOPOJIEHUS, arpeccuio,
3aIyTUBaHNe; XYJIUTaHCTBO, COMMAIbHOE OOMKOTHPOBAHHME C TTOMOMIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KHOEPOYIITHHTOM:

1. He Opocaiics B 60ii. JIydimuii crioco0: mocoBeTOBaTHCS Kak ce0sl BECTU U, €CIIU HET TOTO,
K KOMYy MOJXHO O0OpaTuThCs, TO BHadaje YCHOKOMThCSA. Eciaum Tl HayHemb OTBEYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJILKO €1le OOJIbINe Pa30XiKellb KOH(IUKT;

2. Ypasinsii cBoeil kubeppenyTranueii;

3. AHoHUMHOCTh B ceTh MHHMMasg. CyIIECTBYIOT CIOCOObI BBIICHUTh, KTO CTOMUT 3a
AQHOHMMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyJIMraHCKUN 00pa3 BUPTyaJIbHOM kU3HU. IHTEpHET puKcHupyeT Bce TBOU
JIeMCTBUS M COXpAHSAET UX. Y AAJIUTh UX OyJeT KpaiiHe 3aTpyIHUTEIbHO;

5. Co0urosiait CBOXO BUPTYalIbHYIO YECTh CMOJIOAY;

6. Urnopupyii enuHuuHbIA HeratuB. OJHOPA30Bble OCKOPOUTEIbHBIE COOOLICHMS JIydllle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLIEHHSMH, B COIMATIBHBIX
CETSIX €CTh BO3MOKHOCTH OJIOKMPOBKHU OTIIPABKU COOOIIEHUH C ONPEIETICHHBIX aIPECOB;

8. Ecim Tl cBuzmerens kuOepOymnuHra. TBou J€HCTBHUS: BBICTYNUTH IMPOTHUB
IIpeCcIeIoBaTeNs, MOKa3aTb €My, YTO €ro ACHCTBHS OLEHUBAIOTCS HETaTUBHO, IMOAJEPKATh
KEPTBY, KOTOPOH Hy»Ha IICUXO0JIOTMYECKask IOMOILb, COOOIINUTh B3POCIBIM O (haKTe arpeCCUBHOTO
MIOBE/ICHUS B CETH.

MoOunbHbIi Tes1eoH

CoBpemeHHbIe cMapT(OHBI U TUIAHILIETHI COJEpkKAT B ceOe BIIOJIHE B3POCIbIN (PYHKIIMOHA,
U Telepb OHH MOTYT KOHKYPHpOBAaTh CO CTAallMOHAPHBIMM KOMIIbrOTepamu. OJHAKO, CpeICTB
3aIUTHI JJIs1 TOAOOHBIX YCTPOUCTB MOKA O4Y€Hb Maslo. TecTupoBaHHe U MOUCK YSI3BUMOCTEH B HUX
MPOUCXOIUT HE TaK MHTEHCUBHO, Kak Ju1st [1K, To sxe camoe kacaercss 1 MOOMIIBHBIX MTPHIIOKEHUH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPAKTUYSCKU JTOTHAJIM HACTOJHHBIC AHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHANA BIEYeT 3a COOOH OONBIIYIO CIOXKHOCTh U MEHBIIYIO
3AIIUIIEHHOCTb.



Jlaneko He Bce MPOM3BOAMTENM BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOLINE KPUTUYECKUE
YSI3BUMOCTH JJI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesiehoHa:

Hudero He sBisgercs IMO-HACTOAIIEMY OecIuIaTHBIM. By,HB OCTOPOIKCH, BCJAb KOr'Jda TeOe
npeajararoT OeCIlIaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBHI KAKUC-TO IJIATHBIC YCIIYTH;

Hymaii, npexxae yem otnpaBuTh SMS, ¢oTo mimum Buaeo. Tel TOYHO 3HAEIb, TE OHU OyAyT
B KOHEYHOM HTOre?

Heo0xoaumMo 0OHOBIATH ONEPAllMOHHYIO CHCTEMY TBOEro cMapThoHa;
Hcnonp3yii aHTUBUPYCHBIE IPOTPAMMBI 1151 MOOMIIBHBIX TENIS()OHOB;

He 3arpy>1<aﬁ MMPUIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHHU MOI'YT COACPIKATH
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne Toro kak Thl BBIMACHIL C caliTa, TZie BBOJIWI JHYHYH HH(GOpPMAIMIO, 3alH B
HACTPOIiKK Opay3epa u yaanu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepﬂﬁ, KaKHe IVIATHBIC YCIIYI'M aKTUBHUPOBAHBI HA TBOEM HOMCPCE,

JlaBaii cBoif HOMep MOOUIIBLHOTO TenedoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACUIL U KOMY
JIOBEPSICIIIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOTJIa ThI UM HE IMOJIB3yemibesi. He 3a0biBail mHOT 1A
MIPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KPAcCOUYHbIE, 3aXBaThIBAIOIIUME Pa3BJICUCHHS,
00BEANHSIIONINE COTHU THICAY YENOBEK MO0 BceMy Mupy. Urpoku wccrneayoT JaHHBI UM MUp,
0011at0TCs IPYT C APYTOM, BBITIONHSIOT 3aJaHMs, CPAXKAIOTCSI C MOHCTPAMH M TOTYYalOT OMBIT. 3a
YJ0BOJILCTBHE OHU IJIATST: MOKYMAIOT JUCK, OIJIAYMBalOT a0OHEMEHT WIIM MPUOOPETAIOT KaKue-
TO OIIIIHH.

Bce atu cpencTBa uayT Ha oAiep KaHKUEe U pa3BUTHE UTPBI, a TAKXKE HA caMmy 0€3011aCHOCTD:
COBEpILEHCTBYIOTCSI CUCTEMbl aBTOPHU3AIMH, BBITYCKAIOTCS HOBbIE MaTuu (LMQPOBBIE 3aIUIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT OIMacaThbCs HE CTOJIBKO CBOUX COIMCPHUKOB, CKOJIBKO KPaXH TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHa CUCTEMaA aBTOPpHU3AlIUA OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 10 0€30ITACHOCTH TBOETO HUI'PpOBOI'0 aKKAayHTa:

1. Ecniu gpyroiit urpok BeAeT cedst MI0Xo WK co37aeT TeOe HENPUIATHOCTH, 3a0JIOKUPYH ero
B CITMCKE UTPOKOB;

2. Hoxcanyﬁc;{ AAMUHUCTpATOPAM UI'PBI HA IJIOXOC IMMOBCACHHUE 3TOTO UTI'POKA, KEJIATCIBHO
MMPUTOXKUTH KAKHUE-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

3. He ykaspiBaii muuHyto nHGOpMaIuio B mpodaiiie Uurpsl;
4. YBaxail Ipyrux y4acTHHUKOB 110 UTPE;

5. He ycranaBnuBaii HeouIManbHbIE TATYH U MOBL;



6. Mcnonb3yii CII0OKHBIE U Pa3HbIE MAPOJIH;

7. Haxe BO BpeMs WUIpbl HE CTOUT OTKJIOYaTh aHTUBHpyc. [loka Thl urpaemib, TBO
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WA Kpaxa JUYHBIX JaHHBIX

OOBIUHOM KpaXkel ICHET U JOKYMEHTOB CETOJ/IHSI YK€ HUKOT'O HE yIMBHIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKN TEPEMECTHINCh B HWHTEPHET, U MPOJOJDKAIOT
3aHUMATHECA ""TIOOUMBIM" HEJIOM.

Tak mosiBHIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DUINUHT, TJIAaBHAS IEJb
KOTOPOTO COCTOUT B TONYyYEHUU KOHQPUIACHIMATHHBIX JaHHBIX TOJH30BATENIC - JIOTHHOB U
naposieii. Ha anrmuiickoMm si3bike phishing unraercst kak ¢ummar (ot fishing - peiOHas 0B,
password - mapoJib).

OcHOBHBIE COBETHI 10 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI O03peBaciiib, YTO TBOSI aHKETa ObliIa B3JIOMaHa,
TO HEOOXOAUMO 3a0JI0KHPOBATh €€ U COOOLIUTh aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonw3yil 6e3omacHble BeO-CaliThl, B TOM YHCIIE, HHTEPHET-Mara3uHoB U TMOHUCKOBBIX
CHCTEM;

3. Vcnonp3yil CIOXKHBIE W pa3Hble mapoid. Takum o0pa3om, eciii TeOs B3JIOMAlOT, TO
37OYMBIIUICHHUKH MOIYyYaT JOCTYT TOJBKO K OAHOMY TBOEMY MPO(HITIO B CETH, a HE KO BCEM;

4. Ecin Tebs B3JIOMaJId, TO HCO6XOI[I/IMO npeaynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC
I[O68.BJ'I€HLI y TeOs B APY3bAX, O TOM, YTO TeOs B3JI0Man ", BOBMOXXHO, OT TBOCIO KMCHU 6y,ueT
PacCblIaThCA CIIaM U CCBLJIKHU Ha (1)I/IHII/IH1"OBI)IC CaI\/'ITI)I;

5. YcranoBu HaaexHbIi napoas (PIN) Ha MoOUIIBHBIHN TenedoH;
6. OTKIII0YM cOXpaHEHHE MMapoJs B Opaysepe;

7. He oTkpbIBaii Qaityibl U Ipyrre BIOKEHHUS B MUChMaX, Ia)XKe €CJIM OHH MPUIILITH OT TBOUX
npy3eit. Jlydine yTouHd y HUX, OTHPABIISUIA JIU OHU TeOe ITH (paiiibl.

Hudposas penyranus

[udposas penyrauus - 3T0 HEraTHUBHAs WIM MO3UTHUBHAas HMHpopmauus B cetu o Tede.
Komnpomerupyromas nHbopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeH peasbHOM xu3HU. "LludpoBas penyranusa" - 3To TBOW MMHIK, KOTOPBIN
dbopmupyercst u3 nHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo KuTeNbCTBa, yueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0OCOOCHHOCTH XapaKkTepa 1
pacckasbl 0 OJM3KHUX - BCE 9TO HAKAIUINBAETCS B CETH.

MHorue noJapoCTKU JIETKOMBICIEHHO OTHOCATCA K IMyOJIMKalMM JMYHOM MHGpOpManuu B
HuTepHeTe, HE TOHMMAsi BO3MOKHBIX ITOCIEACTBUM. ThI 1aXke HE CMOKEIIb JOTraAaThCs O TOM, YTO
dortorpadus, pasmelieHHas 5 JeT Ha3all, cTaja IPUYMHON OTKa3a MPUHATH Te0s Ha paboTy.

KommenTapuu, pasmenienue tTBoux ¢otorpaduil 1 gpyrue AeMcTBUsI MOTYT HE HCUE3HYTh
Jla’ke TI0CJIe TOTo, KaK Thl X yAanuilb. Thl HEe 3Haellb, KTO COXpPaHWI 3Ty UH(OpMAIHIO, Moraja
JU OHAa B IOMCKOBBIE CHCTEMBl M COXPaHWIACh JM OHA, a IJaBHOE: YTO MOAYMAarwT O Tebe



OKpY KaloIlie JIOIN, KOTOPble HAalAyT W yBUAAT 3T0. HaliTh mH(pOpMALI0 MHOTO JIET CIyCTS
CMOXeET JIF00OH - KaK U3 JOOPBIX MOOYKICHUH, TaK ¥ C HAMEPEHHUEM IIPUUYUHHUTD BPEJ. ITO MOXKET
OBITH KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aIIUTE HU(POBON pPEIyTaLUH:

1. Tomymaii, mpekae 4eM uTO-TO IyOJIMKOBAaTh W IepeiaBarh y cebs B Ojore wiu B
COIIMAILHOM CETH,

2. B Hactpoiikax mpoguisl yCTaHOBH OTPaHHYCHUS Ha MPOCMOTP TBOETO MPOMUIL U €ro
COJIEP’KUMOT0, CIIENIall €ro TOJIbKO "uist Ipy3en';

3. He pa3mMenaii u He yka3biBail HH()OPMAIIHIO, KOTOPask MOXKET KOro-Ti00 OCKOPOIAThH HITH
00MKaTh.

ABTOpPCKOE NPaBo

CoBpeMeHHbIE IKOJIBHUKH - aKTUBHBIE M10JIb30BATENH HU(POBOro mpocTpaHcTBa. OgHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTHMHU BO3MOXHOCTSAMHU LU(POBOro mMupa Tpedyer
COOIIIO/ICHHSI TIPaB HA MHTEIUICKTYAIbHYIO0 COOCTBEHHOCTD.

TepMun "uHTEUIEKTyadbHasi COOCTBEHHOCTh" OTHOCUTCS K pa3JIUYHBIM TBOPEHUSIM
4eJI0BEYECKOI0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIYyTHd, W 3aKaHYMBasg KHHUTamH, QortorpadusiMu, KUHODWIBMaMU U
MY3bIKaJIbHBIMH [TPOU3BEACHUSAMHU.

ABTOpCKHE IpaBa - 3TO IpaBa Ha WHTEJUIEKTyaJlbHYI0 COOCTBEHHOCTb HA IPOU3BEICHUS
HAyKH, JINTEpaTypbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BbICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJeT HalpacHbIM, JacT €My CIpaBe]IMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAad, MOJYyYUTh U3BECTHOCTb U MpPU3HAHHUE.
HuxkTo 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTD €r0 MPOU3BENIEHHE, PACIPOCTPAHSTh,
nyOJMYHO JIEMOHCTPUPOBATh, MpOAaBaTb, HUMIIOPTUPOBATH, IyCKaTb B IPOKaT, MyOJIUYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pazmeniaTsh B IHTepHeTe.

Hcnons3oBaHue "HI/IpaTCKOFO" nporpaMMHOTO o0ecrieyeHUsT MOKET NONpUBECTH K MHOT'UM
puckam: OT HNOTCPHU HAHHBIX K TBOUM dAKKAyYHTaM O 6J'IOKI/IpOBKI/I TBOCT'O YCTpOﬁCTBa, rac
YCTaHOBJICHA HECJICTAJIbHAA IIporpamMma. He cTout taxxke 3a6I>IBaTI>, 4TO CYIICCTBYIOT JICTAJIbHBIC
1 OecCIIaTHBIC IporpaMmabl, KOTOPBIC MOKHO HalTH B CETH.

O noprane

CereBrn4OK.p( - TBOM IMTaBHBIM COBETUUK B CETU. 371€Ch Thl MOXKEIIb y3HATh O 0€30IaCHOCTH
B CETU IOHATHBIM W JOCTYIHBIM S3bIKOM, @ IPM BO3HUKHOBEHUU KPUTUYECKOM CHUTyalluu
0o0paTUThCS 32 COBETOM. A TakKe MPUHATh y4acTHe B KOHKypcax M CTaTb CaMbIM IIU(POBHIM
rpaxaaHuHOM!



